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Demand Characterization
• Long-Term

– Measured Traffic
– E.g. P95 (day/week)
– “unforeseen” events and 

growth
• Short-Term

– Critical scale for queuing 
– Determine over-

provisioning factor that 
will prevent queue 
buildup against micro-
bursts

100%

0%

micro-bursts

long-term variation

measured traffic

24 hours
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• Short-Term: < 5 minutes
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Long-term Traffic 
Characterization

• Investigate burstiness of 5-min 
measurements over days/weeks

• Bursty traffic: peaks are very large 
compared to average
– I.e. the distribution is Heavy-Tailed
– Mean and 95-percentile do not represent the 

traffic very well
– Planning becomes very difficult



High- vs Low-Bandwidth Demands

Cleveland -> Denver
Mean=64Kbps, Max=380Kbps
P95=201Kbps, Std. dev.=66Kbps
alpha=1.8 (tail index)

Washington D.C. -> Copenhagen
Mean=106Mbps, Max=152Mbps
P95=144Mbps, Std. dev=30Mbps
alpha=21 (tail index)



Variance vs Bandwidth
• Around 8000 demands 

between core routers
• Relative variance 

decreases with 
increasing bandwidth [5]

• High-bandwidth 
demands seem well-
behaved

• 97% of traffic is 
carried by the demands 
larger than 1 Mbps
(20% of the demands!)

1 Mbps



Short-term Traffic 
Characterization

• Investigate burstiness within 5-min 
intervals

• Measurements at critical timescale for 
queuing, like 1ms or 10ms

• Only at specific locations
– Complex setup
– A lot of data

• Analyze statistical properties



Fiber Tap (Gigabit Ethernet)

Tap

Analyzer



Raw Results
30 sec of data, 1ms scale

• Mean = 950 Mbps
• Max. = 2033 Mbps
• Min. = 509 Mbps

• 95-percentile: 1183 Mbps
• 5-percentile: 737 Mbps

• (around 250 packets per
1ms interval)



Traffic Distribution
Histogram (1ms scale)

• Fits normal probability 
distribution very well
(Std. dev. = 138 Mbps)

• No Heavy-Tails
• Suggests small 

overprovisioning factor



Autocorrelation
Lag Plot (1ms scale)

• Scatterplot for 
consecutive samples

• Are periods of high 
usage followed by other 
periods of high usage?

• Autocorrelation at 1ms
is 0.13 (=uncorrelated)



Utilization
30 sec of data, 1 sec scale

• Mean = 950 Mbps
• Max. = 978 Mbps
• Min. = 927 Mbps

• Clearly longer 
derivations from the 
mean

• High autocorrelation 
at 1 sec. (0.68)
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Traffic Behavior
• < 150ms: Gaussian White Noise

• I.I.D, Normal distribution, no correlation
• Short-Range Dependent (H=0.5)

• 150ms – 30sec: Long-Range Dependence
• Non-summable autocorrelation
• Statistically Self-Similar
• X =d m1-H X(m), “Clustering”, Fractional 

Brownian Motion (fBM)
• > 30 sec: Smooth

• Degenerate case: autocorrelation = 1
• Almost constant, diurnal variation



Variance vs. Mean Bandwidth

• Standard deviation 
of bandwidth 
increases with the 
root of the average

• Relative variance 
decreases with 
increasing 
bandwidth [5]

• [ ó/ì ~ 1/sqrt(ì) ]

Poisson behavior



Traffic: Summary

• Traffic aggregates “smooth” with 
increasing traffic rate
– ‘Vertical’ aggregation

• Traffic does not aggregate well with 
increasing timescales (Long-Range 
Dependence)
– ‘Horizontal’ aggregation

• Long-term well-behaved traffic
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Mandelbrot Fractal

A self-similar object is one whose component parts 
resemble the whole: Invariant under changes of scale 



Poisson vs Self-Similar traffic

Scale Invariant!



Variance vs. Timescale: Internet

• Var(X(m)) = ó2m2H-2

• Random variable X:
Var(X(m)) = ó2 m-1

• A dependency 
structure will cause 
Var(X(m)) to converge 
to zero slower than 
the rate m-1

Poisson behavior



Traffic Generation

Mean = 224.8 Mbps
Std. Dev. = 24 Mbps

Poisson modelReal traffic fBM model
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Queuing Models/Simulation

• M/M/1 queuing formula

• Markovian
– Poisson-process
– Infinite number of 

sources

• “Circuits can be operated at 
over 99% utilization, with 
delay and jitter well below 
1ms” [2] [3]

• Self-Similarity

• Traffic is bursty at 
many or all timescales

• “Scale-invariant burstiness 
(i.e. self-similarity) introduces 
new complexities into 
optimization of network 
performance and makes the 
task of providing QoS 
together with achieving high 
utilization difficult” [4]



Telephony Traffic
(inter-city on 6/3/2002)
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Voice Capacity Allocation
• Erlang traffic model(s)
• 1 Erlang = 1 hour of calls

– Average numbers of calls in an hour
• Busy Hour Traffic: about 330 Erlang
• Erlang B formula (for 330 Erlang):

– Blocking 1% -> 354 lines required
– Blocking 0.1% -> 376 lines required

• Reverse calculation:
– 100 lines available, blocking 0.1%:

• 75 Erlang (=average of 75 calls in an hour)



IP Capacity Allocation

• Measurement data
– E.g. 5-min average utilization

• Performance objectives
– E.g. packet loss = 0%, jitter < 10ms
– End-to-end: convert to per-hop objective

• But we don’t have an “Erlang formula”…
• Two paths towards a solution:

– 1) Model the traffic, and fit parameters
– 2) Empirically derive guidelines



Queuing Simulation

FIFO Queue

Sampled Traffic

Fixed Service Rate

Monitor Queuing Delay

Sampled Traffic

Sampled Traffic

• Feed multiplexed sampled traffic data into FIFO queue
• Measure amount of traffic that violates the delay 

bound

622 Mbps572 Mbps

126 Mbps

240 Mbps

206 Mbps

Example: 92% Utilization



Queuing Simulation: Results

+ 622 Mbps
+ 1000 Mbps



Queuing Simulation: 
Numeric Results

• 1 Gbps (Gigabit Ethernet)
– 1 ms delay bound for 999 out of 1000 

packets (99.9-percentile):
• 90% maximum utilization

• 622 Mbps (STM-4c/OC-12c)
– 1 ms delay bound for 999 out of 1000 

packets (99.9-percentile):
• 85% maximum utilization



Theory vs. Simulation (1Gbps)

- M/M/1 Model
+ Simulation



Multi-hop Queueing

1 hop

Avg: 0.23 ms
P99.9: 2.02 ms

2 hops

Avg: 0.46 ms
P99.9: 2.68 ms



Multi-hop Queueing
(1-8 hops)



Queueing: Summary

• Queueing Simulation:
– Gigabit Ethernet (backbone) link

• overprovisioning percentage in the order of 
10% is required to bound delay/jitter to less 
than 1 ms

– Lower speeds (<1G)
• overprovisioning factor is significant, 

– Higher speeds (2.5G/10G)
• overprovisioning factor becomes very small

• P99.9 multi-hop delay/jitter is not additive
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QoS in Backbone Networks

• Requirements are:
– low delay
– low jitter
– low packet loss

• Common practice in backbone networks is 
overprovisioning:
– Enough capacity in the network to meet 

demands
– In peak times, and under failure conditions

• Prevent significant queue buildup



QoS in Backbone Networks

• The overprovisioning approach is effective
– See Packet Design presentation at 

NANOG 22 [1]
• But capital is limited today…
• Can we do better than the rules-of-thumb:

– “upgrade at 40% or 50% utilization”
– “maximum 75% utilization under (single) failure”

• Determine minimum capacity deployment to 
meet objectives under normal and failure 
conditions



Network Planning Framework

• Demand Characterization
– Long-term well-behaved traffic
– Overprovisioning for short-term bursts 

can be experimentally derived
• How to use this for planning purposes?
• Failure Analysis

– Determine failure scenarios
• E.g. single link failures, routers, SRLG’s, etc…

• Input for simulation



Planning & Routing Framework

Simulation, Planning
& Optimization

MPLS configuration
& ISIS metrics

Network optimization
& Architecture

N
E
T
W
O
R
K

Traffic Matrix, 
Characterization (OP),

Trending & Events

(SNMP, NetFlow, etc.)

(Config files)

(Syslog, Traps, etc.)

SRLG
DB

MATE (Cariden)



Traffic Matrix

• How to build a site-to-site traffic matrix?
• MPLS:

– Simple, using SNMP
• No MPLS:

– NetFlow (aggregated)
– Estimation (statistical inference)

• see next slides…
– Other?



Planning: Summary

• IP Network Planning Process:
– QoS targets -> “headroom”
– Traffic Matrix

• MPLS/NetFlow/Estimation
– Trending
– Simulation (Failure analysis)
– Optimization

• MPLS
• IGP
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Demand Estimation
• Problem:

– Estimate point-to-point demands from 
measured link loads

• Network Tomography
– Y. Vardi, 1996
– Similar to: Seismology, MRI scan, etc.

• Underdetermined system:
– N nodes in the network
– O(N) links utilizations (known)
– O(N2) demands (unknown)



Example

6 Mbps

B

C

A

y: link utilizations
A: routing matrix
x: point-to-point demands

Solve: y = Ax -> In this example: 6 = AB + AC

D



Example
Solve: y = Ax -> In this example: 6 = AB + AC

0
0

6 Mbps

6 Mbps

AC

AB

Additional information

E.g. Gravity Model (every 
source sends the same percentage 
as all other sources of it's total 
traffic to a certain destination)

Example: Total traffic sourced 
at Site A is 50Mbps.
Site B sinks 2% of total 
network traffic, C sinks 8%.

AB = 1 Mbps and AC = 4 Mbps

Final Estimate: AB = 1.5 Mbps and AC = 4.5 Mbps



Real Network: Estimated Demands



Estimated Link Utilizations!



Demand Estimation Results

• Individual demands:
– Inaccurate estimates…

• Estimated worst-case link utilizations:
– Accurate!

• Explanation:
– Multiple demands on the same path 

indistinguishable, but their sum is known
– If these demands fail-over to the same 

alternative path, the resulting link utilizations 
will be correct



Backbone Traffic Management

• Internet backbone traffic analsysis
– “well-behaved” at relevant timescales

• Queueing simulations
– small overprovisioning factor for quite strict 

QoS criteria, on high-speed links
• Traffic Matrix

– NetFlow/MPLS/Estimation
• IP Network Planning Process:

– QoS targets -> “headroom” 
– Simulate and/or Optimize 
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